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Why we did this review Department of Natural Resources

The Department of Natural Resource ...
Law Enforcement Division (LED)is Law Enforcement Division
charged with prot

natural resources. We conducted thi

auditto determinavh e t he r L Improved methods to distribute, assign,

field operations unit has: .
1) distributed and assigned wardens  @Nd Monitor wardens are necessary
appropriately; 2) coordinated

effectively with partners for law What we found

enforcement services; and, 3) adopte

costeffective technology to improve 1 h€ Department of Natural Resources Law Enforcement Division

conservation law eforcement. (LED) does not cuently maintain data required to completely and
accurately identify the demand for warden presence and services
About LED throughout the stateBecause LED has not established a process to
As the dhepteémeant collectdataon calls for service, the type, volume, location and time
enforcementl ED enforeshunting, of regquests for warden services is not known. This data is critical

fishing, boating, and environmental 14 gide management decisions on warden assignments.
laws, providessupportfor public

safetyon DNRmanagd properies . .
and coordinates with other law Data necessary d fully establish warden service demand are

enforcement entitieas neessary. not maintained.

While LED6s cor e mi Although management has made efforts to collect some reélevan
Georgiads natur al warden activity and performance data, significant deficiencies

are POSTcertified sworn officers and remain because of shortcomings in collection instruments, record
haveauthority to enforce all state retention practices, and inadequate information system structures.

laws. As a result, management Oocgsourmbi | i ty
Organized into six regions, LED has fOr warden activities, measure productivity, and align warden

234 positions, 207 of which are PGS’ resources to historic law enforcement demand patterns or planned

certified swornofficers(as d March patrols is compromisedSome of the issues can be remedied

2020). Within regions, counties are  immediately with modest changes, but some will require creating

grouped geographically into work information system infrastructure designed for the task.
units, which typically consist of a
team of 57 game wardens. Wardens are not distributed across the state in proportion to

Cr:’”eCtg’e'Yththe tga”:_ of ‘1"ardens IS the volume of law enforcement actions.
charged with concducting 'aw LED primarily pursues a warden distribution model that is based
enforcement activities within the o . L -
. on geopolitical boundaries (e.gquimber of counties in a region)

_ o and not one primarily pursuant to service demand or LEA patterns.
In fiscal year 2019, division More than25% of law erdrcement actions occurred in 4 of 29

expenditures totaled $30.1 million, —\york ynits and were executely 13% of all game wardendore
with approximately 80% from state

general funds and license fees.
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than50% of law enforcement actie occurred in 10 of 29 work unéad were executedly 36% of all game
wardens

Law enforcement actionsconsistently occur in higher volume during weekend days but occur
unevenly among regions, units and countiesFor example, during weekend days, LEDrkvunits
executed on average between 1.8 and 8.3 law enforcement actions. During weekdays, worlcutgits exe
on average between 0.3 ahd@law enforcement actions. Especially higblume areas are linked to
destinations within counties, such as populaater bodies or state parks. Daily schedule designs (in
conjunction with warden distribution methods) sggst that LED can better align warden resources to
times and locations of highest law enforcement risk.

Planning, execution, and reporting of LED divities on DNR properties can be improved.

Other divisions Gtate Parks & Historic Sites, and Wildlife éRources and LED should improve
coordination and strategic planning efforts to ensure that law enforcement needs are identified,
incorporated into LD work efforts, and reportedtistorically, LED has not developed consistent methods

to identify and integate the law enforcement risks of partner divisions to inform overall warden
geographic distribution and assignments, nor have DNR partner divisiecsivied reports of law
enforcement activities that were planned or conducted on their behalf or on tlogieny.

Adopting a risk-based strategy for distributing cameras and providing instruction for use would
increase the patrol capability of LED.

Although LED has acquired dozens of field cameras to expand warden force capacity to patrol and monitor
simultaneously across multiple locations, the division can improve operations by adoptingbasesik
strategy to better distribute this technology.

What we recommend

We recommend that LED improve its data collection methods to ensure that records of warden work
activities are complete, accurate, and retrievable. This data should be reportable at various time and
geographic scales and should be used byagement to mator and measure warden and work unit
productivity to inform warden distribution, assignments, scheduling, and patrol planning. LED should also
consider adjusting the scheduling protocols and/or the daily work hour assignments to ensuteowark

align with times of highest law enforcement risk.

LED should update its methodology for assigning wardens to regions, work units, and counties to reflect
the demand for and risk of law enforcement activity. In doing so, it should collect andeaadbifional

data (including calls for service).

LED should also develop methods to periodically receive data from partner divisions, consider this
information in warden assignments, and develop methods to report activities back to these stakeholders.
Finally,LED shaild develop a more strategic method to distribute field cameras based on expected need.
See\ppendix A for a detailed listing of recommendations.

Agency ResponselLlERRndicated its agreemitétiie report.
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Audit Purpose

This repot examines the Law Enforcement DivisiftED) of the Department of
Natural Resources (DNR). Spdcilly, the audit determined the extent to which LED
has:

9 distributed and assigned its swomardenwork force appropriately
9 coordinated effectively with other partners for law enforcement services, an
9 adopted coseffective technology to improve congation law enforcement.

Thescope of this review is limited to the field operations and the management of those
operations.A description of the objectives, scope, and methodology used in this
review isincluded in . A draft of the report was provided to the LE®D
review, and pertinent responses were incorporated into the report.

Background

Purpose and History

The Georgia General Assembly created the DNR game warden unit in 1911, making it

the oldest statewide law eafcement agency in Georgia. In 2018, LED coetpplet
fveyear transition from a subdivision of D
to an independent division.

LED is responsible for enforcing hunting, fishing, boating, and environmental laws,
providing public safety on all DNRontrolled property,and serving outdoor

ent husiasts and the public throughout Geo
Georgiads natur al maetairoacerifieason fromdhen@eorgima r d e n s
Peace Officer Stalards and Training Council (POSEBnd have theauthority to

enforce all state lasv LED regularly coordinates with federal, state, county, and
municipal law enforcement agencies to provide additional support.

Overview

Organizational Structure

LED is headgartered in Social Circle, Georgia. As showixhibit 1, LED divides
the state into six regionandeachhasa regional office headquartets.

1Prior to January 1, 202 Dwas organized into seven regions. In response to budget reduction request
bythe Governorl.LEDeliminated operations of a regional office in Macon (Bibb Coufityis audit relies

on data and operations prior to the elimination of the region, so mutteadnalyses focus on seven
regions. A map of the prior regional alignmenfsresented in
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Exhibit 1
LED is Divided into Six Regions with Headquarters

LED Headquarters

3 . .. ‘b. * LED Regional Office
A= 20
S P
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Source: LED

LED functions under a niary chain of command led by a Colonel who serves as the
Director of Law Enforcementhe Director is supported by a Lieutenant Colonel (who
serves as Assistant Director), two Majors, and a Captain. The Lieutenant Colonel,
Majors and Captain overseeufooperational units, with the Lieutenant Colonel
overseeing regional offices and field operati@alectively, these managers make up

the LED command staff.
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Exhibit 2

LED Headquarters Organizational Chart

Director of Law Enforcement

(Colonel)

Assistant Director/
Field Operations

Source: LED

(Lt. Colonel)
|

Regional
Headquarters (6)
(Captain)

Admin. Operations Special Operations Aviation Operations Prof. Standards
(Major) (Major) (Captain) (Lieutenant)
| | I
. . Academy
Administrative Director Pilot (2)
Support . P
(Captain) (Captain)
Business Investigative Unit Pilot (2)
Support Analyst (Lieutenant) (Lieutenant)
Program Business
Manager Support
(PIO&IT)

Special Projects
Manager

Operations

As of March 12020, LED has 234 positions. Of these, 207 are-B€@8fled sworn
wardens. LED headquarters is organized into four operational units: field,
administrative, special, aviation, and an office of professional standard€&xfge

2.) Eachunit is disassed in detail below.

T

Field Operations. The primary responsibility of the unit is to enforce all laws,
regulations, and policies pertaining to the protection and conservation of cultural
and natural resources of Georgia. Field Operationsiges law erdrcement for
state parks, wildlife management areas, public fishing areas, heritage trust
properties, historical sites, and all other property owned or controlled by DNR.
Field operations is the largest unit within LED, with nearly all 207 PO&tified

game wardens conducting field operations in some capacity.

The Lieutenant Colonel commands overall field operations, with a captain
overseeing each regidexhibit 3 shows the general organization of LED regional
field operations. Captains arsupported by an Administrative Sergeant
responsible for regional administrative operations including budget, purchase
requests, and monitoring/inspecting inventories.

Within regions, counties are grouped geographically into work units, which are
supervisd by Field Segeants and typically consist of a team ef &ardens of
various ranks (e.g., Corporals and Game Wardens). Collectively, the team of
wardens is charged with responding to complaints, conducting investigations,
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and patrolling the area. It isommmon for arindividual warden to be assigned a
primary territory, such as a county.

Game wardengatrol state parks, wildlife management areas, major bodies of
water, and other DNR property in their assigned work unit. While patrolling,
game wardens comdt (hunting and fishing license checks, inspect fish and
wildlife harvested from the area, inspect boating licenses and vessels, and provide
a general presence and visibility that acts as a deterrent against violations of laws,
regulations, or policiesetated to Gepgi ads natur al resour ce
regularly patrolling the aforementioned areas, game wardens frequently respond
to service calls received from the public. Game wardens assess the callsndeterm

if a violation of law, regulation, oioficy has ocarred, and conduct the necessary
police work to resolve the call, if possible. Game wardens also provide additional
support to federal, state, county, and municipal law enforcement agencies.

Exhibit 3
Regional Field Office Organizational Chart with Work Units

CalzlEn Work Units*

Administrative Sergeant

Administrative Assistant(s) Game Wardens Game Wardens Game Wardens Game Wardens Game Wardens

Field Sergeant Field Sergeant Field Sergeant Field Sergeant Field Sergeant

*Work units consist of a supervising field sergeant to whom a team of game wardens (various ranks) directly report.
Regions currently have between 4 and 5 work units and are typically staffed with betwerewéardens each.

Source: LED

1 Administrative Operations: The primary responsibiigsof the unit include
budgeting, purchasing, and human resources. Other responsibilities include
the management of education programs, the Ranger Hotline, port security,
special grmitting, and headquarters facilities and grounds. Commanded by
the Administrative Operations Majothe unit consists oeverfull-time staff.

1 Special Operations:This unit performs specialized functions outside the
scope of the other divisions andpesdsto boating accident investigations,
marine theft, hunting fatalities, ahthe smugglingof exotic or dangerous
animals. Select game wardens across all regions are assigned to units within
Special Operations as a secondary duty. The Special Operdiusion of
LED is comprised of nine fuiime headquarters staff commandey the
Special Operations Major.

1 Aviation Operations: This unit provides aerial support to game wardens in
the field utilizing LED helicopters. Aircraft are available on a statevoasis
according to incident priority and both Sergeant and Captain apprdveae
unit is comprised of three futime pilots, one partime pilot, two aircraft
mechanics, and is commanded by the Aviation OperaGausain

9 Office of Professional Stadards: This unit is responsible for the review of
LED policies and procedures and conducts annual internal review of the
organization designed to ensure LED controls are function®®S also
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investigates complaints on officers and allegations of miscandie unit is
operated by one Lieutenant.

Partners

As described below, LED provides law enforcement services for other DNR Divisions,
as well as federal, state, and county agencies.

DNR Divisions

LED interacts most frequently with the State Parks & HistoSites and Wildlife
Resources Division&tate Parks & Historic Sites manages 63 state parks that offer a
variety of activities including hiking, biking, fishing, boating, historic enactments, an
sporting events. LED patrols facilities and lands ofteéStarks & Historic Sites,
enforesapplicable laws and regulations, and respetulcalls and complaints from

both the public and staffWildlife Resources Division oversees approximately 1
million acres of land across more than 100 stateed wildlife management areas, as

well as more than 500,000 acres of lakes and 16,000 miles of streams. In addition to
patrolling, LED provides coordinated enforcement of hunting and fishing rules and
regulationsestablished by WRD.

LED patrols historic sites and cants with staff to verify artifacts when recovered
through law enforcement actions. It also works with the Coastal Resource Division
al ong Ge or gdpatlsnarshiarals and sharedinendto enfore fishing,
shellfish harvesting, and boating tegtions.

Other Law Enforcement Entities

LED also works with federal, other state, and local agencies as needed. For example, it
has worked withthe National Oceanic and Atmospheric Administratiand the
National Marine Fisheries Service. In additionastordance with O.C.G.A. 2718,

LED has the power and authority to assist the Department of Public Safety and the
Georgia Bureau of Investigation upon request. It provides support during natural
disasters, major events, and special investigations.Ilsih&D can provide support

to county sheriffs and local police upon request.

Personnel Management

LED upper management establishes the primary geographic assignment for game
wardens by allocatingvardens to regions and assigning them to work units timere

This primary assignment is designed to ensure LED has patrol and response coverage
for each of Georgiads 159 counties- Altho
based, wardens may be desitgd to major points of interest with high work volume

(eg., highly visited lakes). As a result, the number of wardens within regions and work

units generally reflect the number of counties in the area and any additional wardens
assigned to points of intest.

Wardens work according to a centraleveloped sadule that applies to all regions.

It is divided into four work groups. When new wardens are hired, they are assigned

to an empty position in the work unit, and then assigned to a work group by the field
sergeant. Aside from the directiontow k d veraikn gv odpume ti mes o6 wa
autonomy to determine when and how many hours to work each day. As a result,
wardens may not work contiguous hours. For example, a warden may work from 5

a.m. to 9 a.m., go off duty, and resume work from 3@.fmp.m.
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Information Systems

LED utilizes three data collection methods/information systems to conduct, assist,
and track game warden activities, including a computer automated dispatching
system, a records management system for warnings and citatitimsa records
database and querying program, and game warden activity/time reports. A brief
summary of each is below.

1 Computer Automated Dispatch System (CAD)Emergency calls or service calls
are received through CAD, which is operated by the Georgite $tatrol, ad
routed to the mobile terminal | ocated
Wardens may also manually log calls into the CAD. Therefore, the CAD data
includes the calls received directly and those manually logged.

1 Records Management SystenlRMS)?: Official law enforcement actions taken
by game wardens (including issuance of warnings, citations, and incident reports)
are created, saved, and stored in RMS. The system also has a reporting component
that allows LED management to run queriestos data.

1 Bi-Monthly Activity Report (BMARs): Wardens useBMARs to document
vehicle mileage, activity counts (e.g., number of licenses checked), and the number
of hours spent omvildlife, fishing, and boating enforcement, search and rescue
work, and administrative dués. There is also a narrative section forebri
summaries of daily work, which may include details not captured in other
portions of the report, such as the name of the property patrolled or the location
of a search and rescue efféftardens are requiretb submit a BMAR to their
immediate supervisawice per month.

Activities

During fiscal years 202018, LED wardens issued516,warnings and 1522
citations. In addition, wardens completed 3,624 incident reports, of which 256 were
for boating incidats. Wardens loggedapproximately 68000 hours during the
period. General law enforcement activities accounted for 73% of reported hours;
remaining hours were spent on training (13%), administrative (10%), and other
activities (4%).Exhibit 4 provides a keakdown of law enforcement activide

2During the audit, RMS was subjeitt a ransomware attacls a resultthe audit teantould not access
the system. In th absence of direct access, the taaadreports from the systeithat had beemetained
by the chief IT staff member at LED.
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Exhibit 4
Wardens Reportedly Spent 73% of their Time on Law Enforcement Activities
Fiscal Years 2017-2018

Other

Administration 4%

Law Enforcement Activity Categories
(Percentage of 681,000 Hours)

wiie |
Boating [N 5%
Fishing I 10%

State Parks [l2%

Investigations ] 0.6%

Training

681,000
Hours

Environmental | 0.4%

Other [ 6%

Source: LED BMAR Summary Data

Financial Information

LED receives funding from three sources: sta@piations, federal grants, and
miscellaneous funds such as payments from other agencies. As shimmikit 5,
LED received approximatel\88.7million in fiscal year2019.

Exhibit 5
LED Fund Sources and Expenditures, Fiscal Years 2018 and 2019
2018 2019

Fund Sources
State Appropriations $24,584,544 $25,211,477
Federal Grant Funds $4,015,884 $4,769,512
Agency/Other Funds 739,786 $779,562
Total $29,340,214 $30,760,551
Expenditures
Personnel Services $23,070,199 $25,038,074
Operating Expenses $4,792,301 $4,884,837
Motor Vehicle Equipment $1,164,211 $435,425
Telecomm. & Other $288,521 $325,758
Total $29,315,232 $30,684,094
1 LED maintains a balanced budget for all state funding. The total expenditures in the table do not
match the total fund sources because federal grant funds operate on the federal fiscal year rather than
the state fiscal year, and excess federal funds can be carried over to the following year.
Source: Fiscal Year 2018 and 2019 TeamWorks Budget Comparison Reports
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Fund Sources

In fiscal year019, state appropriationsvhich are composed of state general funds
and remitted license fees;counted for more than 80% of LEDds?3 Since fiscal year

2015, state appropriations have increased by 45% (aippately $8 million). In fiscal

year 2018, hunting and fishing license fees were increased, which generated additional
funds for LED. These fees represented $9.3 millithe abtal state appropriation.

LED receives federal grants for providing servitedh as emergency response, port
security, boating and hunter education, and enforcement of conservation laws and
regulations in federal offshore fisheries.

Expenditures of State Funds

As shown inExhibit 6, because LED®s pri mersgviceni ssi on
driven, personnel expenses constitute the majority (89%) of its state fund
expenditures. Personnel services include salaries, insurance, and retirement.
Operatingexpenses represent 8% of state expenditures and include fleet maintenance,

utiliti es, supplies and materials, and travel. Finally, LED assigns each game warden a
patrol truck, and alterrain vehicle (ATV), and in some regions, a patrol boat. This
combinedf | eet represents 6% of LED®&s annual s
tothe actual equi pment are captured in the
costs are categorized as 0Operatingd6 expe

Exhibit 6
89% of State Fund Expenditures were for Personnel
Fiscal Year 2019

Other

Operating

$25.5
Million

Personnel

Source: LED Records

3Revenue generated by issued citations is collected and kept by the counties where citations are issued.
Revenue is not remitteto LED.
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Findings and Recommendations

Workforce Distribution, Assignment, and Performance Management

Finding #1: Game warden location assignments do not align with patterns of law
enforcement actions; however, more data is required to completely and accurately
identify warden demand.

Law Enforcement
Actions include
citations, warnings
and incident reports

LED management primarily pursues a warden distribution strategy basdteon
number of counties in a regigmot oneprimarily based orservice demand @atterns

of law enforcement actian (SeeLED Warden Distribution Metined page.)While

LED ha dda on law enforcement actions, it does not have complete information on
calls for servicewhich mayor maynot result in an officialaw enforcementction,

such as a citation or warning issuange fully establish the demand farar den s 6
presence athseavices throughout the stafe ED needsnore completéinformation on

the volume, type, and location of calls for service (or complaint c@ilsyently,
wardens receive calls for service through a variety of means, ranging from fogmal (e.
official dispatch from a centralized operator system) to informal methods (e.g.; an in
person request from local landowner$)ED does not currently collect and maintain
completedataon calls for service a manner that can be retrieved and analyzed.

We analyged records of citations, warnings, and incident reports from state fiscal
years 2017 and 2018 to approximate the geography and volume efeatveervice
demand modet. We found thatthese action®ccur in uneven distribution patterns
throughoutthe date, within regions, work units, and countie&s discussed in the
following sections,here weresignificant differences in the numberamtionsby work
units,and theaverage number attionsby wardenwas significantly highein certain
regions

Althoughlaw enforcement actionsre the most complete data set available currently

to evaluate LED demand, a more detailed set of information including calls for service
is necessary for any complete analysis of demand. Using an analiss lafv
enforcemat actionsin isolation, without accurate records on the volume, type, and
location of calls for service, is not ideal for management in considering warden
distribution throughout the stateAs noted earliergalls for service are valid actions
that may neer result in the issuance of a citation, warning, or incident report.

4LED does have official dispatch records; however, sssifhate that these represent onig0%of all

calls.

5Wardens record the number of complaints they have bimonthly through the BMAR system, which has
certain limitations (asdescribed in Finding 3). Approximately 11,000 complaints were reported across
the two-year peiod, compared to approximately 30,000 law enforcement actions during the same period.
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LED Warden Distribution Method

LEDG svarden distribution method is designed to ensure that the force can patrol and respond to calls for
service ineacho f t h e 159 toarnties.ardens design and execute patrols and take lead on service
calls (and any subsequent follow-up) within their assigned county boundary. While they are also expected to
conduct work within the larger work unit, the basic method of distributing wardens is primarily county-based.

When tasked with configuring the warden work force, LED management considers which counties do not
have wardens assigned and works with regional captains to distribute wardens according to the perceived
need in primary assignments to ensure geographic (i.e. county) coverage. In some cases, major points of
interestsd such as frequently visited lakes or the coastlined may substitute for county assignment, but this
method is not the primary pursuit of warden distribution. As a result, the number of desired warden
assignments within a region or a work unit corresponds to the number of counties in the region or unit plus
any additional warden assignments considered necessary to address additional volume of work. In these
instances, more than one warden may be assigned to a county or a point of interest.

Law Enforcement Actionsby Work Units

We analyzedaw enforcement actioby regional work units to identify patterns of
volumeand subsequent implications for management to consider fok woit and
warden distribution and assignment.

Law enforcement actionsccur in uneven distribution patterns throught the state
regions, andvithin work units. As shownin Exhibit 7, slightly more than 50% of the
actionsthat were executed durinthe 2yearperiod (165340f 31,793 occurred in 10
of the 29 work units, while more than 25% of thetions(8,749 wereexecuted by 4
of the29work units. The highest volume of work occurred in tharthern part of the
state.
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Exhibit 7
Most Law Enforcement Actions Occurred in 10 Work Units
Fiscal Years 201771 2018

3,000

2,000

Total Law Enforcement Actions

. 41 54 641 13 51 63 73
42 43 53 23 72 52 63

Work Units

100%

50%

0%

Note: Numbers on the map above represent work units. Work unit numbers are coded as:

[Region #] . [Unit #]
Source: LED data, PAD analysis
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Exhibit 8

Law Enforcement Actionsby County

The pattern of uneven geographical distributionlaf enforcement actionsccurs
within work units as well as betweethem, and high levels lafw enforcementolume

can often be tracked further down to a specific county (or counties) within the work
unit. In some instanceshis pattern appears to be driven by popular pointsterest,

like lakes and areas with veryghi visitation rates.

Exhibit 8 provides an example of this pattern and presents the daily averée of
enforcement actionexecuted by each of the four work units in Region 1 during state
fiscal years 2012018 Work Unit 1.4 had théighest daily averge ofaw enforcement
actionsduring the periodwvith 2.8per day Howevergven within the work unitsthe
number oflaw enforcement actions per county variesr example, Fannin county,
producedone of thehighest daily averagaw enforcement actionsf any county in
the region (1), while Pickens county within the same work unit produced one of the
lowest daily averages (0.1) of any county in the redibis pattern is consistent
throughout the state, withcounties (and points of high visitation witim those
counties) contributing disproportionately to overall volume and daily averages.
contains additionainformation for all 29LED work units during the
period.

Daily Average Law Enforcement Actions Vary across Work Units and Counties
Fiscal Years 20171 2018

<2

Region 1 Average Daily LEAs
Unit County
11 Bartow
Cherokee
Cobb
1.2 Floyd
Gordon
Walker
Dade
Chattooga
Catoosa
1.3 Carroll
Polk
Douglas
Haralson
Fulton
Paulding
1.4 Fannin [N
Murray [N
Gilmer [N
Whitfield [l
Pickens I
I 0 1 2 3 a

Source: LED data, PAD analysis
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Law Enforcement ActionsPer Warden

As expected, regions with the busiest work units executed a highewpsaten
volume ofaw enforcement actiorthanregions with less overall volume. As shown in
Exhibit 9, wardens executed an averagel8f law enforcement actionsachduring
state fischyears 2013 2018. HoweveLED Region 1 and Region 2 executed an
average d255and239law enforcement actionger warden during the period, while
other regiondadsignificantly fewetaw enforcement actiorger warden while being
staffed with a comparable or greater number of wardens.

Exhibit 9
Average Number of Law Enforcement Actions by Warden Varied Significantly
Fiscal Years 20177 2018

Region2 | )
Region 1 239
Region 7 | ]

Region 3 187

Average 184

Region 5 170

Region+ L

Region 6

Source: LED data, PAD analysis

To better ensure its wardens are located in the areas with the highest work volume,
LEDshould develop procedures to analyrel distribute its workforce usinthe best

data it currenty has availabldt should establish methods to identify geographic
patterns that can be predictably expected to contain the heaviest levels of law
enforcement riskAdditionally, it should alsencorporate all valid serviagalls as this
datacouldidentify areas throughout the state with high volumes of demand that may
not result in a proportionateumber olaw enforcement action3o date]l EDhas not
establisted standards, practices, or geographic information systems to ensure this
type of data is rexrded or retrievable for management to considerexplained in this

and subsequent findings

RECOMMENDATION

LED should updateits historical method for distributing wardens throughout the
state byusing data that identifies patterns of law enforcemeatdtions and risks,
including calls for direct warden services (e.gmptint calls).
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Finding #2: Game warden time assignments do noalign with patterns of law
enforcement actions; however, more data is required to completely and accurately
identify w arden demand.

As indicated in the previous finding, LED does notentlly collect and maintain data
on service calls, which is necessargompletely and accurately derive demand for
warden servicedJsing law enforcement actions, videntified the dayand dateof
each citations, warnings, and incident repdtiat occurred during a tweyear period

to approximate the demand by day and time of yEar the regions reviewed,ev
found more activity of weekends and during specific seasons of the yeavdrow
activity varied greatly by work unit.

For the three regions we were able to revievardens on averagewvorked fewer
number ofhours per dayon weekenddays compared to weekdaysAs a result,
approximately 70% of eduty hours were executed dag weekdayswhen fafewer
law enforcement actionsccurred LED currently requires wardens to work three out
of four weekends during a 28y cyclehoweverwardens sefassign which and how
many hours to worleachdaythey are orduty. Based on théollowing information,
LED should assess whether armalv-to adjust its master scheduling protocols and/or
the methods of daily work hour assignments

Law Enforcement Actionsby Day

The daily average numberlafv enforcement actionis higher on thaveekenddays
than weeldays(seeExhibit 10). This differencein law in enforcement actions is
especiallyprominentamong work units located in the northern portions of the state
wherethe largest overall volume laiv enforcement actionsccur. Onweekenddays

the awrage number afctionsby work units ranged fromi7to 8.3, with a statewide
averagef3.5. During weekdays, the average numbactidnsby work unit dropped
significantly (even among the busiest work unif)m adaily averagef 0.3 t01.8,
wit h astatewide average of 0.This patternis consistent during all periods of the
year across all work unitg. provides similar charts for all of the regions
during the weekends and weekdays.

6 Hourly activity at the daily level was only available for three of thierseegions.
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Exhibit 10
Daily Average Law Enforcement Activity Drops Substantially during Weekdays
Fiscal Years 20177 2018

Weekends Weekdays

9 100% 9 100%

Average Daily LEAs
Average Daily LEAs

50% 50%

22 11 24 3412 41 42 43 23 54 563 6173 33 22 32 12 61 34 445423 51 3152 72 7363
21 14 32 74 44 3171 63 13 72 52 51 6564 62 21 14 7471 11 63 24 42 43 41 13 6562 64 33
Work Units Work Units

<9

Note: Numbers on each map represent work units. Work unit numbers are coded as: [Region #] . [Unit #]

Source: LED data, PAD analysis

Law Enforcement Actionsby Season

Although the most prominendlifferencesn the volume of law enforcement actions
occurs etween weekdays and weekends, thereadgevariations in volume that are
detectable and distinct among seasons of the year thraumgthe state.These
variations could be another factor to consider in determining how to efficiently staff
various areas difie state After consulting with LED, we divided the calendar year into
three seasons relevant to DNR divisidighingandturkey season (Felnary d May),
boating seasoJuned August), anddeer seasofSegemberd Jaruary).

W e found variations inle number ofaw enforcement actisexecuted byeagions,
work units, and counties during these three seasbos examplelaw enfocement
actionsspike in certain work units or countieguring periods throughout the year.

As shown inExhibit 11, in Bartow county (which containsnuch ofLake Allatoona)

law enforcement actions are far greater than other counties in the region during
boating season. This pattern is consistent across regions, work units, and counties.
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Exhibit 11

Work Unit Law Enforcement Action Patterns between Seasons during Weekends/Weekdays
Fiscal Years 20171 2018

Region 1 Daily Law Enforcement Actions, by Season
by Work Unit, Weekends FY17&18

Fishing/Turkey Boating Deer

Work Unit County Average Daily LEAS Work Unit County Average Daily LEAs Work Unit County Average Daily LEAs
1.1 Bartow 11 Bartow [ 1.1 Bartow
Cherokee Cherokes [N Cherokee
Cobb Cobb | Cobb
Walker Gordon Gordon
Gordon Walker Dade
Chatiooga Chatiooga Chattooga
Catoosa Catoosa Walker
Dade Dade Catoosa
1.3 Carroll 1.3 Carroll 1.3 Polk
Douglas Fuiton Haralsen
Paulding Douglas Ccarroll
Haralson Haralson Paulding
Polk Polk Douglas
Fulton Paulding Fulton
14 Fannin | 14 Fannin [ 14 Murray
Gilmer [N Murray [ Fannin
Murray [ Gilmer [N ‘Whitfield
Whitfield | Whitfield Il Pickens
Pickens | Pickens | Gilmer

0o 2 4 6 & 10 12 o 2 4 6 8 10 12 o 2 4 6 8 10 12

" Scale represents the largest work unit LEAs for each season.
Totals are broken out by county.

Source: LED records, PAD analysis
providesseasonal and weekeneéekdaycharts for all regionswork
units, and counties

RECOMMENDATION

In addition toimproving data collection, LED should consider whether to adjust either
the master scheduling protocols or the methods of daily work hour
assignments/permissions to better ensure that work hours align with times of highest
law enforcement risk.
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Finding #3: LED can improve reporting capabilities to track activity and
productivity for regions, work units, and wardens.

Sgnificant limitations with available datadue to the data collection methods,
information system limitatios and record retentionomeanit is not possible tdully
document, verify, or evaluate warden time and activity recdtB® recorddaw
enforcement actions the Records Management System (RMS) and thl@ithly
Activity Report (BMAR). Neither system idividually provides completedata to
accurately analyze the type and pattern&BD service demandvarden omork unit
activities, or performance. For exampleEDS s B &&AnBt report the historical
number, status, or outcomes of calls for servicaglagéve productivity of work units,
or the productivity of wardens during weekdays vs. weekeitie RMS does not
contain information on noilaw enforcement activitie§The inability to run reports
showing basic activity data preveni@anyondrom readilyidentifying performance
results orassessing theeturn on investment adecisionssuch as warden assignments
and patrol designs.

It should be noted tht, prior to the deelopment ofthe BMAR system LED
managemendid not have access to basic summativig data in an electronic form.
While this step was significant, LED should improve methods of data collection to
ensure that data on warden work activities are completzurate, and retrievable.
This data should be reportable at various time and spaales, and this data should
be used by management to monitor/measure warden and work unit productivity to
inform warden distribution, assignments, scheduling, and patiarhning.

Improving time and activity tracking could be accomplished through deirdoa

new irrhouse system opurchasing adatabasesystem designed specifically for
trackingand reportinghis type of time and activitgata However, LED has indicated

it does not have staff who specialize in this sort of system development and a DNR
official indicatedit is currentlyunable to develop a system because of cost constraints
Absent the ability to move forward with replacing the system, LED should take steps
to improve existing systems as discussed in the following sections.

The RMS is operated and managed by DNR LED and is used to document official law enforcement
actions such as warnings, citations, incident reports, and complaints. RMS is not designed to capture
on-duty work hours or other warden activities that do not result in a law enforcement action.

The BMARisaMicros of t Excel E spr eadsh e e leage, bnaduty houmsphoursrbe s
general work category (e.g., training, search and rescue, wildlife enforcement), and activity counts for
non-law enforcement actions (e.g., license checks, patrols, and complaints) by warden by day.
Wardens are responsible for recording the data and submitting it to their immediate supervisors.
BMARs also include a narrative section for a brief summary of daily activity, such as the location and
name of the property patrolled.

“Limitations related to accessing dasmerelatedto BMARSs, not RMS.RMS data is retrievable using

either standardized repostfrom a system interface usingSQL. During the audit, the RMS system was
compromised due to an attack fromabh ker t hat temporarily compromised
However, ve were able to aess data frorhistorical records maintained outside the main system.
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Due toissues described belowaily activity recordsre only available for three of the
sevenregions.Additionally, compiling the data required advanced data extraction
methods thatshould not benecessaryfor LED management to adopt as part of
standard procedws to access valuable wardandwork unit activity data. Instead,
LEDcan take immediate steg®rrect these issues.

1 Converting daily data to monthly supmaemanagemdram being able to
analyze daily and weekly activity of wardensamerkgiof®irrently wardens
report dataore a ¢ h d ay dHoweser, this inforinatiends aggregated
and repackaged, and tieeis no requirement to maintain theriginal
electronic data

Because BMAR data is collected using spreadsheet forms aindiana

centralized information system, these records must be compiled and
manipulated manually in order to unify and repackage the data into a format

that can beprovided tomanagementor analysisEach month, staff in each

region manually createasuramy document from their w
BMARSs; the summary document contains one row of data, wathelds, for

each wardenThis manual process is an attempt tongert hundreds of

monthly BMAR files into a single data set tHeED leadershipcan wse to

develop management information in summaries and reports.

However, in addition to being time consuming, labor intensive, and vulnerable
to transposition error, th@epackaging process degrades valuable data (and
valuable reporting that could be ddéwped from it) significantly by converting
detailed daily information into only a single monthly summary recohis
procedureprevensthe organizatiorfrom being abléo analyze daily (or even
weekly) activity or productivity of wardens, work units, aegions by
converting daily records into a monthly record.

With electronic daily data, LED management can produce summary reports
using differenttime scales (e.g., di weekly, seasonally) similar to ones
based on RMS data and presented in this repAg our analyses show,
significant patterns of activity and productivity emerge throughout the state,
within regions, and between work units when data are divided by ddyhe
week and seasons of the year.

9 Converting electronic records togapas#and destroying the original reedsss
analysis significantly more diffiedidoes not have an official policy requiring
regions to retain the original electrw versions of the filesOf theseven
regions fourdid not retain electronic BMAR® the original electronic form
in which they are completed and submitted. Instead, these offices indicated
that their protocol for record retention was print physicalversions of the
BMAR, destroy the electronic filené store the printed version in fding
cabinet. We estimated that it would have taken us approximately six weeks
to transpose BMARSs from physical records into a usable electronic format for
one regior.

8 We chose not to dedicate time and cost to reconstruct these records, in part, due tolidatbtye
concerns of the underlying data.
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1 Developing a system for analyzingdeal lyork unitgouldllow.ED tgackage
data and measure the activity and productiotjofits@urrently, datais not
collected inthe BMAR or RMS system that permits management to run
reports by work unit. However, the work unit is an apprage unit for
tracking and measurip field operations because work units are the lowest
level within the organizationthat independently identifyand coordinag¢
operations among teams of wardens. It is at the work unit level

that wardensare norméy assigned oandoff-duty days,
are exgcted to work across county boundaries, and
. . coordinate patrols or complaint responaed follow-up.
War_dens do'not S G GO e L Without the work unit as a data point, management is
an information system that allows man.\napje to track or measure any information about
to inventory the number and status of ¢ gperations hrough its primary unit for field operatis
management.

. ) : 9 Collecting additional data elements would assist LED in
T T [ rec_elmm)lalnhow A Wh( analyzing productivifthough the BMAR collects over
respond_ed _tand When2 a_nd the date_ It 100 data points and tallies many activities reported by
closedriteria for classifying complaint game wardens, a lack of supporting details related to

active, inactive, and closed should these activitiesprevent management from conducting
communicatéeaty and applied consiste  more advanced performance assessments. For example,

Management and wastiensd be able to\ LEDcountswarden activities such as the total number of

allactive complaints hunting licenses checked, total number of patrols

conducted on state properties, and total number of
complaintsreceived. But relevant details such as the

name of the property patrolled or the status of tleenplaints (e.g., active,

inactive, resolved) is not collected. These types of additional data points are

necessary to truly assess warden/work unit produtyie.g., how many of

the planned patrols for the period were conducted?) and outcomes (e.g., what

percentage of complaints remain unresolved after 60 days?).

1 Ensuring data entry is consistent across wardens and regions is necessary to prote
qualiy. During interviews, field personnel indicated that reported figures may
not be always be actuabunts of work. For activities such as license checks,
for example, wardens may approximate the number of checks conducted
during a period when entering dainto the form. This is problematic because
wardens may be incentivized to inflate estimates beeahis type of data is
reported in performance evaluations.

Complaimrocess Lacking

At a minimum, LED should collect infor

Our limited testing on the data revealed inconsistencies. For example, we
compared the reportenumber of WMA patrols tallied in the BMARS to the
appearance of the patrols reported in the narrative portion of the forms and
the results were widely variantVe also compared the count of complaints
identified in the BMAR with counts documented in tiRMS; records were
significantly different.

LED should use BMAR data from prior periods with caution. LED should
consider methods that can help improve the religbof data entered into the
organi zationsd primary activity and pe
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RECOMMENDATION S

1. LED should improve methods of data collection to ensure that records of
warden work activities are complete, accurate, and retrievable.

2. Datacollection should be reportablby time and geography.

3. Data should be used by management to monitedsure warden and work
unit productivity to inform warden distribution, assignments, scheduling,
and patrol planning

Coordination and Strategic Planning

Finding #4: LED should better coordinate and integrate information into its
planning to ensureitisne et i ng DNRO6s | aw enf orcement n

LED can ensureit is focusing activities irthe highest riskareashy
LED is charged with patrolling coordinating better with other DNRivisions, such aState Parks&
over 60 parks and historic sites,  Hjstoric Sites(SPHS)and Wildlife Resource$WRD) . Establishing more
500,000 acres of lakes, 16,000 formg| andconsistent emmunicaton with thesepartner divisions can
miles of streams, and 1 million 015 | EDensure it is meeting their law enforcement needs. Additionally,
fgge;"%flilfaenri:s;(’zsm'zgiz:zzz collectingand shaing information onlaw enforcemenéctivities with the
2 "~ divisionscan facilitateplanning and coordination

These partner divisions rely on LED to provide law enforcement support services. The
services provided include responding to calls for assistance, as well as planning and
conducting recurring patrols tononitor state parks, wildlife management areas,
important waterbodies, infrastructure, and other properties (e.g., fedeoatyed
forests) deemed critical to the overall DNR mission.

LED policies cite patrolling DNR properties as a high priority (Esdibit 12);
however, it has not established a methogeriodically obtain data from the divisions
on their needs. Additionally, it has not provided them with activity or outcome reports
on the activities planned or conducted on their behalf or on theipgmtces.
Historically, LED has not collected amtegrated law enforcement risks of partner
division properties into its plans for warden distribution and assignments. We
obtained data from these divisisto develop a statevide inventory of propertieand
identify areas they consider higher risk fawlenforcement services. These points are
discussed in the following sections.
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Exhibit 12

DNR Managed Properties are a Priority for LED Patrols

Patrol Priority

Calls
Service Calls

DNR Property

Patrols

Initial Complaints and Service

Follow-Up Complaints and

High Visibility Patrols
Regional Focus List®

General Law Enforcement

Patrol Type

Investigate new complaints.

Assist other work units with new complaints.

Follow-up on active complaints.

Check for complaints with local stakeholders

(e.g., landowners, sports clubs, local law enforcement).
Patrol DNR managed/controlled property.

Patrol areas with high number of complaints
Patrol areas of concern for
|l i stso for regions.

Patrol (generally) in accordance with peak seasonal
activities.

Source: LED Law Enforcement Concept Policy

1 Currently communication with partner divisions is largely informal between
wardens and their peers in these divisioM8ardens are expected to

communicate with partner division personneb tidentify concerns or
complaints on DNRmanaged properties as patt normal duties. Wardens
are also expected to ensure that patrols of DNR properties are part of the
activity plans they develop. However, as noted in earlier findings, wardens

are givenauthority to plan and execute daily law enforcement activities
independently. While they may receive input from their supervising field

sergeants, they are not typically required to get patrol plans approved in

advance. Unless there is a higtiority matter such as an emergency call for

service, wardens typically have hatity to plan which hours during an

assigned workday they willbeehut y and to o0turn | eft ¢
drivewayd to execute |l aw enforcement a
Additionally, regional captains have historically developed and dissdad

quartery mt r ol and other surveillante plan

The focus lists may provide guidance for wardens as they plan their activities,

but there is no accountality to ensure the priorities are included or

addressed.

Neither the creation of quarterly focus lists nor the method of developing and
documenting individual game warden plans assures that DNR properties are

scheduled to be patrolled. Neither method reliapon or produces a
comprehensive inventory of land, water, fde# nor a patrol schedule to
ensure that this inventory is integrated appropriately into patrols on an

annual, quarterly, bimonthly, weekly, or daily time cycle.

9 LED has not establishedatihods or standard®r collecing and reporing on
its law enforcenentefforts on partnedivision® properties As a resulthese
divisionsmay not know whether actions are occurring or rfgg.described in

the prior finding, LED lacks the ability to mstandard reports of activity and

performance by warden, work unibr region on a daily, weekly, onbeekly

scaletl

9According to LED management, the quarterly fdistsnemorandums have recently been discontinued
replaced with a weekly owatch Iist.o A

and wil |l
officially developed.

be

10Because of record retention practices, we were unable to reconstruct reatotdese scales to
document and measure activity and performance for these units.
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If data were captured accurately and more effectively, LED could tabulate and
report to other DNR divisions (at all levels of manageineslevant law
enforcement activity and performance results, sastthe number of patrols
conducted during a quarter on a specific state park or wildlife management
area.

1 Obtaining data from its partner divisions, and collecting and sharing
information back on activities conducted, could help LED establish baseline
law enforcement risks in regions, work units, and counties tioatdbe used
to informwarden distribution am assignment decisions.

We solicited information from $#5 and WRD to develop atatewide
inventory of properties and areas these divisions consider higher risk for law
enforcement patrolling and surveillancen€y established law enforcement
risks based onne or more of the followingcreageyisitation patterns and/or

the value binfrastructure and equipment esite. AppendicesF d H present
maps and tables of these risk profileslBD region work unit, county and

sites of interest

LED can adopt these results as a baseline of geographical law enforcement
risks (as perceivedybpartner divisions) or colle@dditionaldatato identify
and inform warden distribution and assignme#ts.

Exhibit 13provides an xampleof risk profiling using the guest visitation
volume toGeorgia state parkduring fiscal years 20572018. Resultshow
guest volume is highly variable among work units (and by extension r@gions
If we consider guest volume as a proxy for lavoeiment risk this variation
canhavesignificant managememamificationsand should be considered by
LED when making deisions on warden distribution and assignmertts
regions, work units, counties, and site@snterest As theexhibit showswork

unit 2.4 received Zmillion visitors during the tweyear period substantially
more than other areaBurther,the four work units in Region 2 were among
the top seven most visitad the state. Thsetype of datgpatternsshould be
integrated transparently inth ED methods andiecision making for warden
distribution andassignmerg. Ideally, the pattern of warden distributi@md
assignment would periodically be communicated to other DNR divisions with
underlying reports on data pattes that inform those assignments.

1]t is worth noting that in 2014 LED undertook a ondime effort to collect, analyze, and integrate
baseline data from the State Pa&kdlistoric Sitesand Wildlife Re®urces Division to develop a state
wide warden demand modelHowever, this practice is not recurring, and it is rd¢arthat warden
distribution and assignment methods integrate this type of data consistently
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Exhibit 13
Significant Difference in State Park Visitation by LED Work Unit

Fiscal Years 20171 2018

3M 100%

50%

Total Visitation

1.5M
2.4 43 22 21 12 11 6.4 3.2 6.1 7.3 53 6.5 42 5.1
1.3 23 54 52 31 34 4.1 6.2 7.2 71 1.4 6.3 33 74

Work Units
Source: DNR State Parks & Historic Sites Division

RECOMMENDATION S

1. LED should develop methods to periodicalbpbtain relevant visitation,
utilization, inventory, and other relevarttata fromSPHS and WRD.

2. LED should consider the data received wheassigning wardens
geographically

3. LED shoulddevelop method$or reporting to SPHS and WRDbn warden
distribution andwardenactivitieson their properties.
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Conservation Technology

Finding #5: LED has acquired field cameras to complement monitoring and
investigative activities, but management can improve operations by adopting a
risk-based strategy to distribute and use them.

LED has acquired/6 field camerawith the capacity tostream live vide@r send
imagesto cell phone to expand warden force capacitp patrol, monitor and
investigate simultaneously across multiple locations while offsite or evetutyff?

The total investment However,LED has not developed a process that strategically directs this limited

for a camera and resource to regions, work unitspr personnel based on expecteded and
lock boxis less than ~ appropriatenessLED can improve operations by adopting a figlsed strategy to
$1,000; it can distribute field cameras. Further, LED should establish stand@rdgiide decisions
provide up to 8,700 on when and/or how to employ camsia the field it should then seéxpectations
hours of coverage for wardensrelative to these standardgVe found relevant discrepancies in how,
REESE when, and why game wardens used field cameras in practice that suggested the

resource is likely underutilized.

Because tis type ofield cameracan notify wardensf actvity and provide video, they

are a coseffective piece of equipment that wardens can use to complement,patrol
monitoring, and investigative activitie§Vhile the cameras require an tfpont cost of

several hundred dollarshe mounted unit can provide upo 8,700 hours of field

coverage a year over multiple ye&ameras are motion sensitive and, when triggered,
deliver an image i mmediately to a wardend?o
a readtime decision on whider and how to respond (e.g.niye it, drive to location,

or redirect to another wardengee Exhibit 14or sample images taken from LED field

cameras.

When used consistently and effectively, cameras can expand warden capacity
significantly by allowing warders to constantly monitor mitiple areasand
collect/share images when @ite (or even oftluty). Cameragrovide a tactical
advantage in areas where being seen poses a risk to wardgmsaddphotographic
evidence prodced can accelerate criminal justice proceedings (by poimg
violators to take feas). Cameragan complement overall surveillance strategy in both
proactive and reactive law enforcement activiti€or examplewardens may set a
camera prior to receivg a complaint to monitor an areaabject of interest€.g., pay

box or equipment storage buildind)pon receiving a complaii investigativdead
wardenscan use camera to monitor for ongoing illegal activity.

12In addition to Spartan cameras, LED hdslitional cameras that can capture footage of surveilled areas
but cannot live stream footage. We limited our review to 8partan cameras because of their live
capability and the ability to prompt immediate law enforcement activity.
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Exhibit 14
Mounted Field Cameras Expand Monitoring Capacity & Provide Evidence

An identified felon with a firearm trapping out of Identified trespassers on a wildlife management area.
season.
A man operating an ATV unlawfully on a wildlife A vehicle accessing an unauthorized area.

management area.

A hunter at dusk who neglected to wear his safety vest A vehicle damaging a food plot (night-time).
(night-time).

Source: LED















































































































